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Motivation and Contribution

Enable Resource-Efficient Communication for the Internet of Things by
opportunistic access network selection

Background: Collaborative Research Center SFB 876: DFG s
Big Data on Small Machines

Verfligbarkeit von
Infarmation durch Analyse unter
Ressourcenbeschrankungen

Example loT scenarios:

Connected cars: When to transmit Floating Car Data?”
Over which network?

Detecting viruses from breath air: Requires analysis of sensor data.
Offload to cloud? Or process locally on embedded system?

Contribution of this work: Client-based

. : . Control
Enable the client (UE) to predict the available data rate ngnfge/
of LTE networks based on passive probing Analysis for
The solution approach is based on in-depth LTE control E> Connectivity
channel analysis to derive the number of active UEs Estimation

On top of this, machine-learning algorithms are applied to take into account
the communication behavior of the UEs to improve the prediction.

ComNets-Workshop Client-Based Control Channel Analysis for Connectivity Estimation in LTE Networks 3
Aachen, 10.03.2017



technische universitat Communication Networks Institute
dortmund Prof. Dr.-Ing. C. Wietfeld

Influences on the connectivity in LTE

- Datarate of an LTE User Equipment (UE) depends on multiple parameters
« Most parameters are available at UE site

RSRP - Datasheet
ontract UE Ca it
: pabilities
cignel Sitrergin Service Level
RSRQ Agreement
Broadcasted
Interference GPS
eNodeB
Mobility Capabilities
No Indicator Available Active Probing: Consumes Radio Resources
”?
# Other users® . .
o Proposed Approach: Passive Probing by
. f) .
: 2 Control Channel Analysis
RSRP: Reference Signal Received Power
RSRQ: Reference Signal Received Quality
GPS: Global Positioning System
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Most Important Parameter: Number of Active Users

In case of a simple Round-Robin-Scheduling:
Radio resources will be equally shared among each active participant:

« Atfull cell-load by a single user: Expect 50% of radio resources
« Atfull cell-load by N users: Expect 1/(N+1) of radio resources

Challenge:
« No available indicator for N (secret)

« (Capturing occupancy on radio level:

- Downlink: distinction of users impossible
(equal signal power)

- Uplink: incomplete view due to possible hidden stations

How does an UE know about its allocated resources?
« Downlink Control Information (DCl) on a dedicated channel
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LTE Ressource Grid
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LTE Downlink Control Information (DCI)

: CCEO CCE1 CCE15 CCE16 CCE17 CCEn

- During an active connection each UE is identified by a 16 bit C-RNTI
which is assigned by the eNodeB

« Theinitial assignment is performed during Random Access Procedure
An UE receives its data as follows:

« UE successively decodes CCEs of PDCCH to search for DCI

« (Calculates CRC checksum of each candidate

« Compares resulting checksum to its assigned C-RNTI
— Thisis because eNodeB scrambles the checksum by the target C-RNTI

Without the knowledge of any C-RNTI: Blind reception
« Approach: Assume error-free reception and recover C-RNTI from CRC
- Loss of CRC protection; but radio transmissions are error-prone

« Numerous “false positive” DCI must be filtered
— Thisis because each processed bit-sequence will resultin a (arbitrary) C-RNTI
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Filtering False-Positive DCI
Proposed Approach [1]:

Keeping track of recently appearing RNTls in a histogram

- Accepting DCI for RNTIs where the appearance counter within a time-
window exceeds a threshold

RNTI HISTOGRAM

=
2 60 Highly Active UE \
2
= Lowly Active UEs
c 40
c
'§ Threshold ‘l
)]
8 20 False Occurences |
o AN .
5 K TV
S 0
O

0x0 O0x4000 0x8000 O0OxCO00 OxFFFF

[1] Robert Falkenberg, Christoph Ide, Christian Wietfeld, ,Client-Based Control Channel Analysis for Connectivity Estimation in LTE
Networks”, in IEEE Vehicular Technology Conference (VTC-Fall). Montréal, Canada: September 2016
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Filtering False-Positive DCI: Example

« Example with Threshold =1

Window of
Recent RNTIs

t
—

~ ~|B|A[AlB|C

B

A

C

F ne\x rﬁéxmt&datﬁdate

RNTI: Radio Network Temporary Identifier

UE: User Equipment
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Filtering False-Positive DCI: Complexity

RNTI HISTOGRAM

S
Z 60 Highly Active UE \
T
Advantages: § Lowly Active UEs
. . £ 40
« Low computational complexity £
— Perincoming DCIl candidate: é 20| [ False Occurences | .
« Oneenqueue and dequeue in circular buffer T VS 7 N U— i
- One addition and subtraction S o kit dmnms tnb sttt ot ol B ot

+ Onethreshold comparation 0x0 0x4000 0x8000 O0xCO000 OXxXFFFF

« Moderate memory consumption
- 256kB occurrence counter for all possible RNTIs
- 164kB for circular buffer of recent RNTIs (500ms)

« Freely scalable miss-probability
- By modifying threshold k and history depth

Slight drawback:

« Higher threshold introduces recognition latency of k milliseconds for a
joining RNTI
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Implementation

OPEN AIR®®

software implementation of an UE [1]. == INTERFACE

Mode of operation:

Real-time capable
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Possible to attach to commercial eNodeB
Modified to work as a passive probe

Decode SIB

Synchronize to a eNodeB by a given frequency

(ran

ss)

Decode System Information Blocks (SIB)
Do not send any attach request but stay in sync

Search own DCI

Continuously decode entire PDCCH and filter false DCI

Log number of currently active users (RNTI) in down-
and uplink.

[1] http://www.openairinterface.org

ComNets-Workshop
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First Step: Data Rate Estimation Based on Number of
Active UEs [1]
« CPACE detects number of active UEs ( ).

. . 1
« Datarate estimation: Rg 5 T "
ﬁ q
NEAR (RSRP = -86dBm)
Y ol
R _ _ _ 10 Mbit/s
- Butneglects s %\ A
— Prioritization Q L
4y
— Resource- and o ‘\é
X
— Data Rate Assignments S 5 g
. Q. +> ~ é
- Requires reference rate - ~_ %
. . (o] -
« Assuming around-robin scheduler 3 L Ry
UE: UserEqui_pment _ 0 1 2 3 4 5
PDCCH: Physical Downlink Control Channel Number of active UEs detected by CSACE

RSRP: Reference Signal Received Power

[1] Robert Falkenberg, Christoph Ide, Christian Wietfeld, ,,Client-Based Control Channel Analysis for Connectivity Estimationin LTE
Networks”, in IEEE Vehicular Technology Conference (VTC-Fall). Montréal, Canada: September 2016
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We Can Do Better: Incorporation of Machine Learning
Perform an Enhanced C2ACE (E-C2ACE)

= UE captures available
indicators:

= RSRP, RSRQ

= Additional features from
control channels

= Machine learning:
= Capture labeled data for
training
= |Incorporate a neural network

= Achive higher prediction ‘

accuracy : .
Data Rate Estimation
UE: User Equipment RSRP: Reference Signal Received Power #RBs: Number of Resource Blocks
RSRQ: Reference Signal Received Quality MCS: Modulation and Coding Scheme
ComNets-Workshop Client-Based Control Channel Analysis for Connectivity Estimation in LTE Networks 13
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Performance of E-C3ACE / C3ACE in a Laboratory Environment

Data-rate estimation in dedicated LTE cell at high load (uplink)

/ 99 %

1l === -
« Black: Measured True Data
« Red: Estimation by C32ACE 0.8 -
L /
a3 w 06| :
- Blue: C3ACE upper bound a .
— Using a posteriori knowledge for 8 :
calculation of reference value 0.4} :
by m|mm.|zmg -RI\/ISE 3 ! 1.5 Mbit/s E-C3ACE
: — C3ACE

| | [ S

« E-C3ACE Error: 99% < 1.5Mbit/s o

0 2 4 6 8

« CPACE undershoots this mark in 70% Absolute Error in Mbit /s
“Factor 3™

- RMSE: 356 kbit/s 1271kbit/s 1717 kbit/s

RMSE: Root-Mean-Square Error
ECDF: Empirical Cumulative Density Function
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Performance of E-C3ACE / C3ACE in a Public Network

. RMSE:
E-CSACE: 805 kbit/s
CSACE (bound): 2766 kbit7a Fac!
CBACE: 4919 kbit/s 11

« Accuracy of E-CSACE still 0.8 |-
highina LTE public cell!

w 0.6 O °
() ’A?) Talstéﬁext
« CPACE struggles of too 9 RS
pessimistic estimations 04
0.2 —— CSACE (bound)
— CSACE
0L | | | [ [ [,
0 2 4 6 8 10 12
ECDF: Empirioal Curmuiative Density Functior Absolute Error in Mbit/s
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Summary / Conclusion

« Data Rate depends not only on radio conditions, but also on current cell load

- Passive data rate prediction is possible
— Although LTE was not designed to make this possible

- Load estimation requires control channel analysis
— Uncovers entire radio resource distribution of the cell

« Having the number of active users allows a coarse data rate estimation

- Additional features and machine learning enable even more accurate
predictions
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That’s all!
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